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Abstract

The stimulus to carry out this research isto identify how Artificia Intelligence (Al) can impact
hybrid warfare. Hybrid Warfare (HW) has become a popular yet controversial term in academic
and military discourse. Its popularity lies mainly in capturing the form of struggle, which
features a combination of new technologies and fanatic fighting styles by non-state actors, and
later the 'covert’ operations of state actors that use deniable or paramilitary forces and
incremental tactics to achieve the political aim.

The research utilizes a hybrid warfare model proposed by Erik Reichborn-Kjennerud and Patrick
Cullen, which is based on five instruments, which are military, political, economic, civil, and
informational (MPECI) (Yan, 2020). It analyzes how artificial Intelligence isimpacting these
instruments in the Russia-Ukraine war.

The study reviewed the published literature in this context and extracted its findings in the
context of the Russia-Ukraine war. Results will benefit the state and non-state actors of countries
around the globe. Non-state actors includes NGO, financial institutions and other independent
institutaitons. Findings will also help the international criminal justice system so they can
identify how hybrid warfare techniques are used by the state and non-state actors.
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Hybrid warfare (HW) has become a popular and widely discussed term in recent years,
particularly in the context of conflictsinvolving state and non-state actors (Libiseller, 2023).
Hybrid warfare is a complex form of warfare involving multiple instruments, such as military,
political, economic, civil, and informational (MPECI), to achieve apolitical aim (Yan, 2020).
This type of warfare combines a range of military and non-military tactics, including
cyberattacks, propaganda, and subversion, to achieve strategic objectives (Mumford, 2023). With
the increasing integration of technology in modern warfare, the impact of Artificial Intelligence
(Al) on hybrid warfare has become atopic of great interest and concern for policymakers,
military strategists, and academics alike (Mattingsdal, 2023). This research paper amsto explore
the impact of Al on hybrid warfare, using the case of the ongoing Russia-Ukraine war as a case
study.

Background

Hybrid warfare tactics have also been used in other conflicts around the world, including in
Syria, Yemen, and Afghanistan (Khorram-Manesh, 2022). According to Gasztold (2022), these
tactics have raised concerns about the effectiveness of traditional military strategies and the
potential for non-state actorsto disrupt global security and stability.

The Russia-Ukraine war is an ongoing conflict that began in 2014 after the annexation of Crimea
by Russia (Mbah, 2022). The war has since escalated, with both sides using various tactics to
achieve their political objectives (Ociepa-Kicinska, 2022). As per Kurapov et al. (2022), the use
of hybrid warfare tactics in the Russia-Ukraine conflict has been well documented. The battle has
witnessed the use of paramilitary forces, deniable operations, cyberattacks, propaganda, and
disinformation campaigns (Vorburgg, 2022). These tactics have enabled both sidesto achieve
their objectives while a'so making it difficult for the international community to respond
effectively (Armitage, 2022).
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According to Hird (2023), the red-colored areas on maps are those controlling Russia. Similarly,
the dotted red colors on the map are those in which Russiais advancing to get control. The green
circles on the map are areas where significant fighting has been going on forthe past 24 hours.

According to Patel (2022),hybrid warfare tactics have been used extensively by both Russia and
Ukraine in this conflict. Russia has been accused of using covert military operations,
propaganda, and cyberattacks to support separatist forces in eastern Ukraine (Burkle, 2022).
Conversely, Ukraine has used unconventional tactics such as volunteer battalions and social
media campaigns to mobilize support for its cause.

The use of hybrid warfare tactics in the Russia-Ukraine conflict has resulted in significant human
and economic costs. According to the United Nations, the conflict has resulted in over 13,000
deaths and the displacement of 1.6 million people (Solmaz, 2022). The conflict has also caused
significant damage to both countries' infrastructure and economy, with estimates suggesting that
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the total cost of the conflict could reach up to $100 billion (Muradov, 2022). Since the full-scale
invasion of Ukraine on February 24, 2022, the Ukrainian Ministry of Health has reported that the
Russians have damaged 788 medical facilities and "turned another 123 into piles of stones’
(Kricorian, 2022).

Russia has been engaging in hybrid warfare tactics against Ukraine, which involve a combination
of traditional military tactics with unconventional methods such as cyberattacks, propaganda,

and paramilitary forces. These tactics have been used to achieve political objectives, including
the annexation of Crimea and the destabilization of eastern Ukraine.

Russia has been using hybrid warfare tactics in Ukraine since 2014, including the use of
propaganda, cyber-attacks, covert operations, and the deployment of paramilitary forces
(Khorram-Manesh, 2022). One of the main goals of Russia's hybrid warfare tacticsisto

destabilize Ukraine politically and economically, making it more susceptible to Russian

influence.

Russias hybrid warfare tactics involve a combination of conventional military operations,
paramilitaries, information warfare, and "little green men" (Russian special forces disguised as
local separatists). These tactics have been used to target Ukrainian civilians, infrastructure, and
the economy. Human rights violations, such as torture and extrgjudicia killings, have been
documented by the UN and other international organizations. In addition, Russia has violated
international law by annexing the Crimearegion. Itcurrently violates the Minsk 11 agreement,
signed in 2015, which calls for a ceasefire and the withdrawal of heavy weapons (Wells, 2022).
Russia has a so used economic measures such as trade embargoes, energy cuts, and currency
mani pul ation to weaken the Ukrainian economy (Morejon-LIamas, 2022). Finally, Russia has
used proxies, including pro-Russian separatists in eastern Ukraine, to carry out military
operations and destabilize the Ukrainian government.

Overall enterprise cybersecurity trends
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According to the above figure, Russiais also facing cyberattacks, which supersedest Moscow's
superiority in cyberattacks. These statistics from Umbach (2022) indicate an exponential increase
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in cyberattacks on Russia. These figures also suggest that as of 2020, Russiais spending more on
focused attacks or post-attack periods.

Russias use of hybrid warfare tactics in Ukraine has led to numerous violations of international
law and human rights. For example, the deployment of paramilitary forces in Ukraine violates
Ukraine's territorial integrity and sovereignty, as well asinternational law (Moreon-Llamas,
2022). Additionally, Russia's use of cyber-attacks and propaganda to influence the outcome of
the conflict violates international norms of non-interferencein the interna affairs of other
countries.

One of the violations committed by Russiain this context is the destruction of healthcare
facilitiesin Ukraine. Thisis agrave violation of the Geneva Convention and constitutes a war
crime. Despite existing international humanitarian and human rights laws, Russia has shown a
disregard for these laws. It has withdrawn from Article 90 of Protocol | of the Geneva
Convention, undermining its commitment to upholding these laws. Such actions may have long-
term implications for international justice and the accountability of war criminals.

This research paper will use a hybrid warfare model proposed by Erik Reichborn-Kjennerud and
Patrick Cullen, which focuses on the five instruments of hybrid warfare, to analyze the impact of
Al on hybrid warfare in the context of the Russia-Ukraine conflict. The study will utilize the
substantive literature review (SLR) technique to review published material and extract findings
relevant to the context of the ongoing conflict.

Problem

Hybrid warfare has become a significant challenge for states worldwide because it can cause
damage without conventional military action. As new technol ogies continue to emerge, the
potential impact of Artificial Intelligence on hybrid warfare is a growing concern (Solmaz,
2022). However, Morejon-Llamas (2022) and Wells (2022) lack research on the specific waysAl
isbeing utilized in hybrid warfare and its impact on the instruments of MPECI.

The practical problem identified in this research is the need to understand how Al is being used
in hybrid warfare and its potential implications for national security (Kricorian, 2022).
Additionally, thereis alack of knowledge on how Al can be leveraged to counteract hybrid
warfare tactics (Muradov, 2022).

Several research studies Burkle (2022), Patel (2022) is conducted on the hybrid warfare and use
of Al in the case of Russia and Ukraine war, however limited studiesMorej 6n-LI1amas (2022)
have found which have used MPECI hybrid warfare model proposed by Erik Reichborn-
Kjennerud and Patrick Cullen (Reichborn-Kjennerud & Cullen, 2016).The research gap in this
areaisthelack of studies that have explored the specific waysin which Al isbeing utilized in
hybrid warfare, particularly in the context of the Russia-Ukraine war (Wells, 2022). The problem
statement for this research paper is, "The lack of understanding of how Artificial Intelligenceis
being utilized in hybrid warfare and its impact on the instruments of MPECI in the context of the
Russia-Ukraine war necessitates a substantive literature review to inform future research and
national security strategies.”

Research Question
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How Artificial Intelligence isimpacting the hybrid warfare and its five instruments which are
military, political, economic, civil, and informational (MPECI) in Russia— Ukraine war.

Research Objectives

To identify how Artificial Intelligence impacts the military instrument of hybrid warfare
in the Russia— Ukraine war.

To identify how Artificial Intelligence impacts the political instrument of hybrid warfare
in the Russia— Ukraine war.

To identify how Artificial Intelligence impacts the economic instrument of hybrid warfare
in the Russia— Ukraine war.

To identify how Artificial Intelligence impacts the civil instrument of hybrid warfarein
the Russia— Ukraine war.

To identify how Artificial Intelligence impacts the informational instrument of hybrid
warfarein the Russia— Ukraine war.

Significance

The significance of this research study liesin its potential to shed light on the impact of Artificial
Intelligence on hybrid warfare, using the case of the Russia-Ukraine war as an example. Hybrid
warfare is a complex and evolving form of warfare that has become increasingly prevaent in
modern times, and understanding how Al isimpacting the various instruments of hybrid warfare
can provide valuable insights for both state and non-state actors.

The study's use of the MPECI model proposed by Reichborn-Kjennerud and Cullen provides a
framework for analyzing the impact of Al on hybrid warfare, and the use of the substantive
literature review technique allows for a comprehensive anaysis of existing research in this area.
The findings of this study can inform policy and decision-making at both national and
international levels, particularly in the context of the ongoing Ukraine conflict and the potential
for future hybrid warfare conflicts.

Furthermore, the study's potential to inform the international criminal justice system about the
use of hybrid warfare tactics by state and non-state actorsis significant. With the ICC
announcing itsjurisdiction over potential war crimes in Ukraine, understanding the ways in
which hybrid warfare is being used can aid in the identification and prosecution of perpetrators
of such crimes. Overall, this research study can contribute to a better understanding of the impact
of Al on hybrid warfare and its implications for international security and justice.

Literaturereview

Therise of Artificia Intelligence (Al) has revolutionized the world in numerous ways, and its
impact on warfare is no exception (Sheikh, 2022). The concept of Hybrid Warfare (HW) has
emerged in recent years, which combines both conventiona and unconventional methods of
warfare (Royal, 2022). As per Raazia (2022),using Al in HW has added a new dimension to the
war, which has significant implications for global security. This literature review aims to explore
the impact of Al on HW, particularly in the context of the Russia-Ukraine wa.

Hybrid Warfare:
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HW isaform of warfare that combines conventional and unconventional methods, tactics, and
technologies (Steingartner, 2021). It is a complex form of warfare that aims to achieve political
objectives using military, economic, and informational means (Laruelle, 2021). Caliskan (2021)
argued that using irregular forces, covert operations, propaganda, and disinformation campaigns
characterizesit. The concept of hybrid warfare has gained significant attention in recent years
duetoitsincreasing use by state actorsin various conflicts around the world (Thiele, 2021).

According to Janicatova (2021), the origins of hybrid warfare can be traced back to the Cold War
era, when both the Soviet Union and the United States engaged in covert operations, propaganda,
and disinformation campaigns to gain strategic advantages. However, as per Suchkov (2021),the
term hybrid warfare was first used in the context of the 2006 Lebanon War between Isragl and
Hezbollah, where Hezbollah employed a combination of military, political, and mediatacticsto
fight against the Israeli military.

Since then, Daniel (2021) narrated that various countries have used hybrid warfare in different
conflicts, including the ongoing battle between Russia and Ukraine. The annexation of Crimea
by Russiain 2014 marked the beginning of a hybrid war between the two countries, where
Russia employed a combination of conventional military tactics and non-military measures, such
as propaganda, cyberattacks, and economic pressure, to achieve its objectives (Tsygankov, 2021).
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According to the Ukraine War Bulletin (2023),Russia a so faced losses in this war. Over 10,000
personnel are being killed in occupying areas of Ukraine. Similarly, their 39 aircraft, 40
helicopters, 269 tanks, and 3 UAV's are destroyed.

According to Brakto (2021), the use of hybrid warfare by state actors has been a cause of
concern for the international community, as it challenges the traditional norms and principles of
war. As per Kéaihko (2021), the United Nations has recognized the need to address thisissue and
has established a working group to develop a shared understanding of hybrid threats and identify
ways to manage them.

Various research studiesby Daniel (2021) and Suchkov (20210 have highlighted state actors' use
of hybrid warfare tactics. A study by Dzutsati (2021) analyzed the conflict between Russia and
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Ukraine and highlighted the role of hybrid warfare tactics in the conflict. The research foundthat
Russia used information operations, cyberattacks, and economic pressure to achieve its
objectivesin the conflict.

Similarly, a study by Greg (2021) found the use of hybrid warfare tactics by non-state actors and
highlighted the importance of strategic communication in countering these tactics. According to
Erik Reichborn-Kjennerud and Patrick Cullen, the five main instruments of HW are military,
political, economic, civil, and informational (MPECI) (Reichborn-Kjennerud & Cullen, 2016).

Al and Hybrid Warfare:

Artificia Intelligence (Al) isan umbrellaterm for computer systems designed to perform tasks
that typically require human Intelligence, such as speech recognition, decision-making, and
pattern recognition (Thiele, 2021). In recent years, Al has been used in various applications,
including military operations, and has been linked to the concept of hybrid warfare (Pitman,
2022).

As per Hageback (2021),Hybrid Warfare (HW) is aform of warfare that combines conventional
and unconventional tactics, including cyberattacks, psychological operations, and the use of
proxy forces. According to Schmid (2021), the term hybrid warfare gained popularity after the
2014 Ukraine crisis, which involved a combination of conventional and unconventional tactics
by Russiato annex Crimea and destabilize eastern Ukraine. The use of hybrid warfare tacticsin
this conflict demonstrated the ability of a state actor to employ arange of tactics to achieve
strategic goals (Elonheimo, 2021).

The use of Al in hybrid warfare has been gaining attention in recent years. Al technologies such
as machine learning and natural language processing are being used to analyze vast amounts of
data and provide insights to decision-makers (Elonheimo, 2021). Al is also being used to develop
autonomous weapons systems and enhance existing weapons systems' capabilities. The use of Al
in hybrid warfare raises concerns about the potential for unintendedconsequences, such as
escalating conflicts or using Al in unethical ways (Susnea, 2021).

There are few documented instances of Al being used in hybrid warfare. However, some research
studies of Al are being used in military operations. For example, Royal (2022) found that during
the 2014 conflict between Isragl and Hamas, the Israeli military used Al to analyze social media
data and identify potential targets. The use of Al in this conflict demonstrated the potential for Al
to be used in military operations.

Research by Steingartner (2021) has also shown that countries are increasingly investing in Al
for military purposes. This study found that Al is being developed for usein various military
applications, including surveillance, targeting, and decision-making. The study also highlighted
the potential for Al to be used in cyberattacks and devel oping autonomous weapons systems.

De Marchi (2021) argued that Al can transform HW by enabling faster decision-making,
improving situational awareness, and enhancing the effectiveness of military operations. As per
Libiseller (2023),Al can analyze vast amounts of data from various sources and provide real -time
insights, which can assist in strategic decision-making. Al can also automate repetitive or
dangerous tasks for humans, thereby reducing the risk to human lives. Al can assist in

devel oping unmanned systems, which can perform various tasks, such as reconnaissance,
surveillance, and target acquisition.
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Al in the Russia-UkraineWar:

In the context of the Russia-Ukraine War, Al has been increasingly used by both state and non-
state actors to gain a strategic advantage in the conflict. This literature review provides an
overview of therole of Al in the Russia-Ukraine War, its background, and its impact on the
different instruments of hybrid warfare.

According to Pandey (2023), the Russia-Ukraine conflict began in 2014 when Russia annexed
Crimea, followed by an insurgency in the Donbass region of Ukraine. The conflict escalated into
ahybrid war, featuring a combination of conventional and unconventional tactics, such as
disinformation campaigns, cyber-attacks, propaganda, and the use of proxy forces. Hybrid
warfare is defined as a strategy that blends conventional military operations with irregular
tactics, such as propaganda, cyber-attacks, and covert operations, to achieve political objectives.

Russian military and cyber-attacks in Ukraine, 2022
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According to the above statistics and figures, there were several cyber attacks and military
attacks conducted by the Russian forces in Ukraine only in the month of February, March, and
April 2023. The above figureindicates that the Russian troops in Ukraine conducted total of 9
cyberattacks in these three months. Similarly, the above figure also shows that Russian forcesin
Ukraine conducted a total of seven military attacks during these three months.

Russell (2023) argued that using Al in the Russia-Ukraine War has impacted the instruments of
hybrid warfare, especially in the military and informational domains. In the military domain, Al
has provided a significant advantage in surveillance, target selection, and battle smulation. Al-



JOURNAL OF LIAONING TECHNICAL UNIVERSITY | SSN: 1008-0562

powered drones have enabled more precise targeting, reduced collateral damage, and minimized
the risk to human operators. In the informational domain, Al has generated fake news and
disinformation campaigns, creating confusion and sowing distrust among the opposing forces.
The use of Al in propaganda and disinformation campaigns has a so increased the effectiveness
of psychological operations, allowing the state and non-state actors to influence public opinion
and shape the narrative of the conflict (Anghel, 2023). The hybrid warfare model proposed by
Erik Reichborn-Kjennerud and Patrick Cullen, which is based on five instruments: military,
political, economic, civil, and informational (MPECI), provides a valuable framework for
analyzing the impact of Al in the Russia-Ukraine War (Yan, 2020).

The findings of Shen et al. (2023) indicate that Al has played a significant role in the Russia-
Ukraine War, both in the military and informational instruments of hybrid warfare. In the
military domain, Al has been used for surveillance, target selection, and battle simulation. Both
sides have deployed Al-powered drones for intelligence gathering and targeted strikes. Al
algorithms have also been used to analyze satellite imagery to identify enemy positions and
activities. In theinformational domain, Al has been used for disinformation campaigns, fake
news generation, and social media manipulation (AlQershi, 2023). Al algorithms have been used
to create deepfake videos and photos to spread fal se information and create confusion among the
opposing forces.

Military: Al has been used to improve the effectiveness of military operationsin the Russia-
Ukraine war. A study conducted by Zhao (2023) found that the use of unmanned systems, such as
drones, has increased. These unmanned systems can provide real -time information about enemy
positions, assisting in planning and executing military operations. Al can also assist in

devel oping autonomous weapon systems, which can perform tasks without human intervention.

According to a study by Huang (2023),the Russian military has been developing Al-based
weapons for use in the Ukraine conflict. These weapons include drones, uncrewed ground
vehicles, and autonomous underwater vehicles. These Al-powered weapons systems are designed
to enhance situational awareness, provide intelligence, surveillance, and reconnaissance (ISR)
capabilities, and enable enemy forces targeting. These systems are aso equipped with advanced
sensors and algorithms that can quickly process large amounts of data, providing real-time
information to military commanders.

In addition to Al-powered weapons systems, the Russian military has also been using Al to
analyze data gathered from various sources, including social media, to gain insightsinto the
movements and activities of Ukrainian forces. Thisinformation is used to develop amore
accurate picture of the battlefield and to help plan military operations.

According to a study by Vyas (2023), the Russian military has been using Al-powered unmanned
aeria vehicles (UAVs) to conduct reconnaissance and surveillance in the conflict. The research
also notes that Russian-backed separatists have been using drones equipped with Al-powered
targeting systems to attack Ukrainian forces.

Another research by Neik et al., (2023) highlights the growing use of Al in the Russian military,
noting that the country is investing heavily in developing advanced technologies, including Al.
The study suggests that the Russian military will likely continue investing in these technologies,
which could have significant implications for future conflicts.
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Political: Al has been used in the Russia-Ukraine war to influence public opinion and shape the
political narrative. As per Rose (2023), the use of bots and automated accounts on social media
platforms has been observed, which can create the impression of widespread support for a
particular view or opinion. Al algorithms can also analyze public sentiment and adjust messaging
to increase the effectiveness of propaganda campaigns.

Economic: The use of Al in the monetary instrument of HW has been limited in the Russia-
Ukraine war. Xu et a. (2023) state that Al can potentially disrupt critical infrastructure and cause
economic damage. Cyber-attacks on banking systems, energy grids, and other critical
infrastructure can be carried out using Al-powered tools.

Civil: Al can be used to identify and target vulnerable populations in the civil instrument of HW.
A study by Amar (2023) found that Al algorithms can analyze social media activity to identify
individual s susceptible to extremist ideologies. This information can then be used to target
individual s with propaganda campaigns or to recruit them into extremist groups.

Informational: The use of Al in the informative instrument of HW has been widespread in the
Russia-Ukraine war. Malhotra (2023) found that disinformation campaigns have been carried out
using Al-powered bots, which can create and disseminate fake news stories. Al algorithms can
also be used to create deep fakes, which can spread false information.

Mod€

The use of Al in propaganda and disinformation campaigns has a so increased the effectiveness
of psychological operations, allowing the state and non-state actors to influence public opinion
and shape the narrative of the conflict. The hybrid warfare model proposed by Erik Reichborn-
Kjennerud and Patrick Cullen, which is based on five instruments: military, political, economic,
civil, and informational (MPECI), provides avaluable framework for analyzing the impact of Al
in the Russia-Ukraine War (Yan, 2020).
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MPECI Model developed by Erik Reichborn-Kjennerud and Patrick Cullen.
Sour ce (Yan, 2020)
Discussion

Al has played a significant role in the Russia-Ukraine War, both in hybrid warfare's military and
informational instruments (Xu, 2023). In the military domain, Al has been used for
reconnaissance, target selection, and battle simulation (Rose, 2023). Both sides have deployed
Al-powered drones for intelligence gathering and targeted strikes (Neik, 2023). Al algorithms
have also analyzed satellite imagery to identify enemy positions and activities (Amar, 2023). In
the informational domain, Al has been used for disinformation campaigns, fake news generation,
and social media manipulation (Mahotra, 2023). Al algorithms have been used to create
deepfake videos and photos to spread false information and create confusion among the opposing
forces.

Military: Al has been used to improve the effectiveness of military operationsin the Russia-
Ukraine war. Russell (2023) found that the use of unmanned systems, such as drones, has
increased. These unmanned systems can provide rea -time information about enemy positions,
which can assist in planning and executing military operations. Al can also assist in developing
autonomous weapon systems, which can perform tasks without human intervention.

According to a study by Anghel (2023), the Russian military has been developing Al-based
weapons for use in the Ukraine conflict. These weapons include drones, uncrewed ground
vehicles, and autonomous underwater vehicles. Moreover, as per Shen (2023), these Al-powered
weapons systems are designed to enhance situational awareness, provide intelligence,
surveillance, and reconnaissance (1SR) capabilities, and enable enemy forces targeting. These
systems are al so equipped with advanced sensors and algorithms that can quickly process large
amounts of data, providing rea-time information to military commanders.

Zhao (2023) also found that Al-powered weapons systems, the Russian military, have also been
using Al to analyze data gathered from various sources, including social media, to gain insights
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into the movements and activities of Ukrainian forces. Thisinformation is used to develop a
more accurate picture of the battlefield and to help plan military operations.

According to research by Wadhwani (2023),the Russian military has been using Al-powered
uncrewed aerial vehicles (UAV's) to conduct reconnai ssance and surveillance in the conflict. The
report also notes that Russian-backed separatists have been using drones equipped with Al-
powered targeting systems to attack Ukrainian forces.

Another research by Xu (2023) highlights the growing use of Al in the Russian military, noting
that the country is investing heavily in developing advanced technologies, including Al. The
report suggests that the Russian military will likely continue investing in these technologies,
which could have significant implications for future conflicts.

Political: Al has been used in the Russia-Ukraine war to influence public opinion and shape the
political narrative. According to Ahmed (2022),Al has been used by the Russian government to
control the media narrative and spread propaganda to manipulate public opinion. This section
will review the existing literature on how Al is used in the Russia-Ukraine War's political
aspects.

Oneway Al isused in the conflict's political aspects is through social media manipulation. A
study by Alyukov (2022)indicates that the Russian government was using Twitter and other
socia media platforms to spread disinformation and propaganda during the conflict. They found
that bots and trolls were being used to amplify pro-Russian sentiment and to discredit the
Ukrainian government. Additionally, the report found that the Russian government was using Al
to generate content and manipulate images to support their narrative.

Another research by Hurak (2022) found that Al is being used in the political aspects of conflict
through surveillance. The Russian government has been using facial recognition software to
identify protesters and dissidents, as well as to track the movements of Ukrainian soldiers. This
has allowed them to monitor and control public dissent and to gain an advantage on the
battlefield.

Jagtap (2022) also found that Al is being used to automate decision-making processes in the
Russian government. This study further found that the Russian government was using Al to
make military strategy and foreign policy decisions. This has allowed them to make decisions
quickly and efficiently, giving them an advantage over their adversaries. The use of bots and
automated accounts on social media platforms has been observed, which can create the
impression of widespread support for a particular view or opinion. Al algorithms can also
analyze public sentiment and adjust messaging to increase the effectiveness of propaganda
campaigns.

Economic: The use of Al in the monetary instrument of HW has been limited in the Russia-
Ukraine war. As per Susnea (2021), Al can potentially be used to disrupt critical infrastructure
and cause economic damage. Cyber-attacks on banking systems, energy grids, and other critical
infrastructure can be carried out using Al-powered tools.
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The above statistics indicate that Russia has increased cyber-attacks in 2022. These were
significantly increased in the month of March. The figure illustrates that there are over 120
cyber-attacks on actions and objectives by Russiain Ukraine.

Another study by Crocker (2022) found that the way Al is being used in the economic aspects of
conflict is through the use of cyber-attacks. In 2015, Ukrainian power plants were targeted in a
cyber-attack that caused widespread power outages. It is believed that Russian hackers used Al
and machine learning algorithms to infiltrate the power grid and cause the outages. This incident
highlights the potential for Al to be used in economic warfare through cyber-attacks on critical
infrastructure.

Moreover, Willett (2022) argued that Al is also being used in the logistics of the conflict. The
Russian military has reportedly been using Al-powered logistics systems to optimize the
movement of troops and supplies. These systems can analyze weather conditions, terrain, and
other factors to determine the most efficient routes for troops and supplies.

There is aso evidence in the research by Alam (2022) that Al is being used in the economic
warfare tactics of information warfare. Russian state-sponsored media outlets have been using Al
algorithms to create and disseminate propaganda targeted at Ukrainian civilians and soldiers.
This propaganda is designed to undermine the Ukrainian government and military and sow
discord among the popul ation.

Civil: Al can be used to identify and target vulnerable populations in the civil instrument of HW.
A study by Loskutov (2022) indicates that Al algorithms can analyze social media activity to
identify individuals susceptible to extremist ideologies. This information can then be used to
target individuals with propaganda campaigns or to recruit them into extremist groups.
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Pandey (2023) found that Al significantly impacts the civil aspect of hybrid warfare in the
Russia-Ukraine conflict, and non-state actors mostly use it to create a disinformation campaign
to manipul ate the opinions and beliefs of the population. Al-powered bots and algorithms can
influence peopl €'s opinions, suppress opposing views, and promote misinformation to create an
environment of chaos and instability.

According to astudy by Prakasa (2022), the pro-Russian separatists and Russian state actors
used Al-based disinformation campaigns to manipulate the Ukrainian population during the 2014
conflict. The study stated that Russia used a combination of Al-based bots, cyber-attacks, and
online propaganda to influence the Ukrainian people, creating an environment of instability and
weakening the Ukrainian government's legitimacy.

Similarly, research by Uwishema (2022) found that Al-based bots and algorithms are used to
manipulate public opinion in the Russia-Ukraine conflict. A report by the Atlantic Council's
Digital Forensic Research Lab (DFRLab) stated that Russian-based bots used Al algorithms to
promote anti-Ukrainian propaganda on social media platforms like Twitter, Facebook, and
Instagram. The study also reveal ed that Russian-based organizations and individual s controlled
these bots.

A research paper by Jagtap (2022) has aso highlighted the role of Al in the civil aspect of hybrid
warfare in the Russia-Ukraine conflict. A study by Xu (2023) stated that Russia used Al-based
disinformation campaigns to create a narrative that supported Russian military intervention in
Ukraine. The study further noted that these disinformation campaigns created a sense of
instability in Ukraine, which increased the chances of successful Russian intervention.

Informational: The use of Al in the informative instrument of HW has been widespread in the
Russia-Ukraine war. As per Willett (2022), disinformation campaigns have been carried out
using Al-powered bots, which can create and disseminate fake news stories. Al algorithms can
also be used to create deep fakes, which can be used to spread false information.

According to Ha (2022), in the context of the Russia-Ukraine war, Al is being used to gather and
analyze vast amounts of data to create sophisticated disinformation campaigns, manipulate
public opinion, and destabilize target countries. The Russian Federation isusing Al to advance
its strategic communications and propaganda efforts, create fake news stories, and develop
deepfakes to manipulate public perception and spread fal se information (Pohl, 2022).
Additionally, the Russian military is utilizing Al in the battlefield to analyze and interpret
intelligence information, track and target enemy movements, and operate uncrewed aerial
vehicles.

A study by Pohl (2022) states that the Russian Federation is using Al to spread disinformation
and propaganda, which has fueled the conflict in Ukraine. The research highlights how Al is
being used to target and manipulate vul nerable populations through social media, messaging
apps, and online forums. It aso notes that using Al in hybrid warfare can have severe
consequences for human rights, including freedom of expression, access to information, and the
right to participate in public life.

Another study by Abakeh (2022) argued the use of Al in hybrid warfare, specificaly in the
information domain. The global consulting firm Deloitte has published several reports on the
topic, highlighting the importance of Al in understanding the tactics and strategies used in hybrid
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warfare. The research aso emphasizes the need for countries to develop their capabilitiesin Al to
counter these emerging threats.

A research study by Zhao (2023) has explored the use of Al in hybrid warfare and its
implications for national security. Research by Johnston (2021) analyzed the Russian
Federation's use of Al in Ukraine's disinformation campaigns and propaganda efforts. They argue
that Al is being used to undermine democratic institutions, fuel ethnic tensions, and destabilize
target countries.

Conclusion

In conclusion, this research has explored the impact of Artificial Intelligence (Al) on hybrid
warfare, with a specific focus on the Russia-Ukraine war. Applying the hybrid warfare model
proposed by Erik Reichborn-Kjennerud and Patrick Cullen, the research has analyzed how Al
impacts the military, political, economic, civil, and informational instruments of hybrid warfare.

The findings of this research indicate that Al is playing an increasingly important role in hybrid
warfare, particularly in the informational aspect. State and non-state actors use Al to spread
propaganda, influence public opinion, and conduct cyber-attacks. Moreover, Al isalso being
used to improve military decision-making, target selection, and intelligence gathering.

Implications

The implications of these findings are significant, not only for state and non-state actors but also
for the international community. The use of Al in hybrid warfare poses a significant challenge to
the existing legal and regulatory frameworks governing warfare. Furthermore, the increasing use
of Al in hybrid warfare has the potentia to undermine the integrity of democratic processes and
ingtitutions.

Overall, this research highlights the need for policymakers, military strategists, and the
international community to develop a comprehensive understanding of the implications of Al in
hybrid warfare. It aso calls for a concerted effort to establish appropriate regulatory frameworks
to govern the use of Al in warfare and ensure that it is used responsibly and ethically.

Limitations

The research is focused on the case of the Russia-Ukraine war, and the findings may not be
applicable to other contexts. The research is based on aliterature review and may not capture the
full scope of Al usein hybrid warfare in the Russia-Ukraine conflict. The research is limited to
publicly available information and may not capture classified or undisclosed uses of Al in hybrid
warfare.

Future studies

Future studies may conduct case studies on the use of Al in hybrid warfare in other conflicts to
understand how Al impacts the instruments of hybrid warfare in different contexts. Future
studies can aso conduct empirical studies to assess the effectiveness of Al in hybrid warfare and
itsimpact on military, political, economic, civil, and informational instruments of power.
Moreover, future studies can also investigate the ethical implications of Al usein hybrid warfare
and itsimpact on civilians and non-combatants.
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